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Oblika delavnice / Workshop format

* 8 urna delavnica (8x45 min) * 8 hour workshop (8x45 min)
*7.4.2025 -4 ure « 7 April 2025 - 4 hours
* 14. 4. 2025 - 4 ure * 14 April 2025 - 4 hours

* Kraj izvedbe: UP PEF * Venue: UP PEF

Vsebina: Content:

* Programski napadi * Software attacks

* Varovanje pred napadi Protection against attacks

Socialni inZeniring Social engineering

Varnost na spletu Online security

Wireless networks

BrezziCna omreZzja




1. del / Part 1

RaCunalniSka varnost Computer security

GrozZnje programske opreme Software threats

RaCunalniska programska oprema Computer software

Zlonamerna programska oprema Malware

ZaSCita pred zlonamernim programjem Protection from malware

Cloveski vidiki grozenj Human aspects to threats

Primeri programskih grozen; Examples of software threats




Kaj je ta varnost? / What is this security about?




Kaj je ta varnost? / What is this security about?

ZaSCita raCunalniskih sistemov in omrezij
pred napadi zlonamernih akterjev, ki lahko
med drugim izvedejo:

napad s programsko opremo,

krajo intelektualne lastnine,

krajo identitete,

nepooblasSCeno razkritje informacij,
krajo opreme,

krajo informacij,

poSkodovanje opreme,

sabotazo, motnje in napaCno usmeritev
storitev ter

Izsiljevanje s pridobljenimi informacijami.

The protection of computer systems and
networks from attacks by malicious actors
that may result, among other, in:

software attacks,

theft of intellectual property,

theft of identity,

unauthorized information disclosure,
theft of equipment,

theft of information,

damage of equipment,

sabotage, disruption misdirection of
services, and

information extortion.




Programski napadi / Software attacks

Skodljiva (zlonamerna) programska oprema: Malware software:

* Virusi, * Viruses,

. Cv)rvi, * Worms,

* Trojanski koniji, * Trojan horses,

* |zsiljevalska programska oprema, * Ransomware,

* Stranska vrata, * Backdoors,

* Botneti, * Botnets,

* Belezniki tipkanja, * Keyloggers (keystroke logging, recorder,
keyboard capturing),

* Vohunsko programje, * Spyware,

* Korenski kompleti, * Rootkits,

* StraSilna programska oprema, * Scareware,




Kaj je raCunalnisSki program? / What is a computer program?

UporabniSka programska Software stack User software
oprema * Graphic user interfaces
. . v . o Application
 GrafiCni uporabniski vmesniki (such as a CRM or ERP tool) « Command line user interfaces
* UporabniSki vmesniki z ukazno Coorlloud b aes asahase
vrstico Software without interface

Programska oprema brez

vmesnika =

* Operating system service
* Servisni programi 0S drivers and runtimes programs
operacijskega sistema Usually run in background

ObiCajno se izvajajo v ozadju Operating system

Firmware (BIOS)

Operacijski sistem
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https://www.techtarget.com/searchapparchitecture/definition/software-stack

Poskusimo dva jezika / Let’s try two programming languages

PHP JAVA

public class HelloWorld {
public static void main(String[] args) {

<?php
System.out.printin("Hello World!");

echo "Hello, World!";

mkljun — mkljun@osebije: /home/osebje/pedagoski/mkljun — ssh osebj B eclipse-workspace - HelloWorld/src/HelloWorld.java - Eclipse IDE

mkljun@osebje: fhome/osebje/pedagoski/mkljun — ssh osebje.famnit.upr.si
= [ & Cheat Sheets X

mkljun@osebje:~$ 1s HelloWorld.java X
A ' #% B Create a Hello World application
'#program. php#

mysql-pim-20111228.sql  program.php~
clanek_os_ucilnica.pdf ’ al.pd =
: ( [1 args) { » Introduction
Backup mbox pred.pptx rr :
L ~ Open the Java perspective
: ) program.php <out.println(" i
mkljun@osebje:~$ more program.php - y in the ve, in the
<?php > Open Perspective > Java
echo "Hello world \n"; I
2
mk1jun@osebje:~$ php program.php
Hello world B ciick when compl
~ Create a Java project L]

» Click to perform

mkljun@osebje:~$ [
= e creating a cla ed a project to put it in
and’ALW the ma onthe New Java Project
er HelloWorld for

©, Helloworld
o

a th
e New Java Class button (o
P

elect
HelloWorld

]

B Problems @ Javadoc [8, Declaration B Console X = Now thaf rid inthe main()
methe g

» Run your Java application

Writable Smart Insert 6:44:144
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ZaScCita / Protection

Uporabimo protivirusno programsko opremo.

Uporabimo programje proti zlonamerni programski
opremi.

Samodejno varnostno kopiramo v storitvah shranjevanja
v oblaku (nekatere zagotavljajo doloCeno raven zaSdite).

Redno varnostno kopiramo in kopijo shranimo na:
* nepovezanih nosilcih,

* nosilcih samo za branje,

* nosilcin z druganim datote€nim sistemom.

Redno posodabljamo operacijski sistem in programsko
opremo (iz zanesljivih virov, ne klikamo na neznane
povezave).

Odstranimo nepotrebno programsko opremo.

Uporabimo dvo ali ve€ faktorsko preverjanje pristnosti
(2FA, MFA), Ce je na voljo.

Se bolje, uporabimo Passkey, &e je na voljo.

Use antivirus software.
Use anti malware software.

Set up automatic backup on cloud storage services (some
provide a level of protection).

Perform regular backups kept on:

* unconnected mediums,

* read only mediumes,

* mediums with a different file system.

Ensure operating system and software are always up to date
(from reputable sources, do not click on unknown links).

Uninstall unneeded software.

Set up two- or multi-factor authentication (2FA, MFA) where
this option is available.

Even better, use Passkey if available




Bodimo pozorni / Be vigilant

Ne delimo svojih osebnih podatkov z ljudmi, ki jih
ne poznamo.

Ne nakazemo denarja, ne da bi potrdili pristnost
zahtevka. Ce nam nekdo poSlje sporoCilo s proSnjo
za denar, ga pokli€emo in preverimo, da je proSnjo
poslal on.

Nikoli z nikomer ne delimo gesel, kod.

Ne klikamo na nakljuCne povezave in ne odpiramo
naklju€nih priponk. Ce je videti, kot da nam je
prijatelj nekaj posIaI ga prek druglh kanalov
vprasamo, ali j je bilo sporoCilo res namenjeno nam.
Bodimo pozorni tudi na slovni¢ne napake ali Cudne
povezave (povezava na primer vodi na naslov URL,
ki se ne ujema z imenom podjetja).

Banke nam ne poSiljajo sporoCil, z vpraSaniji. Nikoli
ne razkrijemo svojih osebnih podatkov in prijavnih
podatkov. ObiSCemo uradno spletno stran banke,
najbolje tako, da v spletni brskalnik vtipkamo njen
naslov URL.

Avoid sharing your personal information with
people you don’t know.

Do not transfer money without confirming the
authenticity of the request. For example, if
someone sends you a text asking for money, call
them to make sure the request came from them.

Never share verification passwords, codes with
anyone.

Don’t click on random links or open random
attachments. If it looks like a friend sent you
something, ask them via other channels if the
message was really intended for you. Make sure to
also look out for grammar mistakes or weird links
(for example, the link goes to a URL that doesn’t
match the company name).

Banks don’t message you to ask questions. Never
give away your personal information and login
credentials. Visit the bank's official website, ideally
by typing its URL address into the web browser.

10



This is it!
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Hvala za pozornost / Thank you for your attention

Matjaz Kljun MatjaZ Kljun
@ _ mkljun_ @ _ mkljun_
VpraSanja? Questions?
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A vendar ... smo ljudje ... / But nevertheless ... we are human

Strah, ljubezen, pohlep, stres, radovednost in druga
stanja vplivajo na

naSo sposobnost kriti€nega razmiSljanja in
naSi reptilski moZgani prevzamejo oblast.

Socialni inZeniring igra na karto:

Custev
Nujnosti
Poziva k ukrepanju

Lahko smo zavedeni v klik priponke v e-posti, ki je
zamaskirana tako, da se zdi nedolZna (npr. rutinski
obrazec, ki ga je treba izpolniti).

Lahko smo zavedeni v klik na lazni oglas v druzabnih
medijih ali kjer koli drugje.

Lahko po telefonu povemo podatke plaCilne kartice.
Lahko "najdemo" USB kljuCek in preverimo, kaj je gor.

Fear, love, stress, greed, curiosity and other states can
affect

our critical thinking capabilities are affected and
our reptilian brain takes over.

Social engineering is counting on:

Emotions
Emergency
Call to actions

We can be duped into executing an email attachment
disguised to appear innocuous (e.g., a routine form to
be filled in),

When can be duped into clicking on a fake
advertisement on social media or anywhere else.

We can tell paycard data over the phone.
We can "find" a thumbdrive and check what’s on it.

13



21.1. 2025

Spostovani,
Dear colleagues,

V zadnjem €asu smo na UP tar¢a zlonamernih elektronskih sporo€il, s katerimi poskusajo
vdreti v na$ informacijski sistem.

Recently, at UP, we have been the target of malicious e-mails, with which they try to break into
our information system.

Zlonamernezi vdrejo v racun uporabnika in iz raéuna poSiljajo elektronska sporocila. Ta
sporocila vsebujejo povezavo do OneDrive osebe, od katere ste prejeli sporocilo in/ali
dokumenta (pdf ali drugega formata). V tem dokumentu je nato Se ena povezava, ki pa vas
preusmeri na stran zlonamernezev.

Malicious people hack into a user's account and send emails from the account. These
messages contain a link to the OneDrive of the person from whom you received the message
and/or document (pdf or other format). There is another link in this document, but it redirects
you to the malicious site.

Ko kliknete na to povezavo, se pojavi zahteva za vnos uporabnidkega imena in gesla, ki je
vizualno enaka kot od MS Office 365. Ce vnesete podatke, zlonamernezi pridobijo vase
uporabnidko ime, geslo in celo dvofaktorsko kodo ter dostopajo do sistema.

When you click on this link, you will be prompted to enter a username and password, which is
visually identical to that of MS Office 365. If you enter the information, the attackers will obtain
your username, password and even a two-factor code and gain access to the system.

Sporodila so zelo dobro pripravljena in vizualno enaka kot Office 365!
The messages are very well prepared and visually identical to Office 365!

Iz primera se vidi slab UP logo in povezavo, ki vodi na tujo spletno stran.
From the example, you can see a bad UP logo and a link that leads to a foreign website.

Please review and sign your document

ok ok ok ok ok ok ok ok ok K
B D

From: ] | b***** *******@upr Si

hiips AEOPEI4N T hutsp
olinksfiee comCIcZ+ 11345

GZIpEANE 1-KD5H1_GAVAkve
INSTERBTWINOGEZYAISW
CiCp2da524NBaXDUIM

WAYT222dRIW 1IO0IREP

. @_EIWAROGHEMEGLAWZ K
View Documents Y3 1XDICWATETyBt0wcod
WIACHCHGAICrdIVEENSI)

WebhEWELXmWEYCVI-WT

CORWELEWNITBLy I mFg

SWHWTZ
PARVEQIWSIRC SRISVWZ
W2nQoh3CF SWYVGENMOTY
THENWT gCZpATRGRAVEL
CABIM-IZWP
s by visi
Kk, and using this s

usign.com, clicking the

coge

y

87A67E2EEB9C4B75B8ADF3732C8ED2B01

DocusSign. The fastest way to get a signature.

you by p*#s*s* sxxsx who is using the Di gn Electronic

er with your request

amail from this sender you may contact the
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PouCna zgodba / An educational story

Eva Wolfangel Eva Wolfangel

... novinarka, govornica in moderatorka, kise .- a journalist, speaker and moderator,
osredotoCa na tehnologije prihodnosti, kot so ~ focusing on future technologies such as ...
... kibernetska varnost ... cyber security ...

CHI 2023 Opening Keynote — Eva Wolfangel "The Human Element in Cybercrime and
Cybersecurity"
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Napadi s programsko opremo

Software attacks
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Virusi / Viruses

* RaCunalniski virus je raCunalniSki program,
ki se ob izvajanju razmnoZuje tako, da
spreminja druge raCunalniSke programe
(gostiteljske programe) in vanje vstavlja
svojo kodo.

Ce to razmnoZevanje uspe, se za prizadeta
obmoCja reCe, da so "okuzena" z
raCunalniSkim virusom, kar je metafora,
izpeljana iz bioloSkih virusov.

* A computer virus is a computer program

that, when executed, replicates itself by
modifying other computer programs (host
program) and inserting its own code into
those programs.

If this replication succeeds, the affected
areas are then said to be "infected" with a
computer virus, a metaphor derived from
biological viruses.

17



UCinki raCunalniskih virusov / Effects of a computer viruses

* Sesutje sistema * System crashes

* Samodejno posSiljaje e-poSte * Emails sent autonomously

* ManjkajoCe datoteke * Missing files

* PoCasno delovanje * Slow performance

* Pogoste okvare * Frequent crashes

* Visoka aktivnost na omrezju * High network activity

* Malo prostora za shranjevanje * Low storage

* Tezave pri izklopu ali ponovnem zagonu * |ssues shutting down or restarting

* Tezave s programi in datotekami * |ssues with programs and files

* Nepravilno delovanje protivirusnih * Malfunctioning antivirus programmes
programov

* Sumljiva dejavnost trdega diska * Suspicious hard drive activity

18



Preverimo protivirusni program / Check antivirus software

Windows Security

() Home

@)

Virus & threat protection

0o

Account protection

00 Firewall & network protection
App & browser control
Device security

Device performance & health

¢ &« b O

Family options

@

Protection history

@ Settings

Security at a glance

See what's happereng with the security and heaith o

ko any actions n

Virus & threat protection

No action needed

.
App & browser control

No 32500 needed

gk

Family options
Marage how your famdy uses
their dewices

f yout device

o

Account protection
No action needed

=

Device security
View status and manage
hatdware secunity features

O

Protection history
View [atest profechion acnons
and recommendations.

(( | 8 Windows Security
Firewall §
protectio] =
NO action
R Home

Device pd

health

No action

I O Virus & threat protection
2 Account protection
) Firewall & network protection
B3  App & browser control
5 Device security
P Device performance & health
£

Family options

32 Settings

O Virus & threat protection

Protection for your device against threats.

% Current threats

No current threats.

Last scan: 9/29/2020 7:55 AM (quick scan)
0 threats found.

Scan lasted 2 minutes 12 seconds

41434 files scanned.

Quick scan

Scan options

Allowed threats

Protection history

®s Virus & threat protection settings

No action needed.

Manage settings

Windows Community videos

Learn more about Virus & threat
protection

Have a question?
Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

https://en.wikipedia.org/wiki/Microsoft_Defender_Antivirus
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ClamAV

* Odprtokodni protivirusni program

* RazliCice skupnosti so na voljo za AIX, BSD,
HP-UX, Linux, macOS, OpenVMS, OSF
(Tru64), Solaris, Haiku in MS Windows.

Scan Progress

Elapsed Time:

Scanning:

Files Scanned:

Threats Detected: 0

* Opensource antivirus

* Third party versions available for AlX, BSD,
HP-UX, Linux, macOS, OpenVMS, OSF
(Tru64), Solaris, Haiku and MS Windows.

Feiimmarg VT Mictnr, VIFPE o)
LSummary |, History (=Tl Settings |

Clam Y

d by Simmunet

Scan Options

2682

Scan Options

on & off
Scan Loadpoint Processes  On &0 Off

Scan Running Processes
1 minute 26 seconds

Skype.exe

|

https://lwww.clamav.net/
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Primer v oblaku / An example in the cloud

Google Cloud

User Move
uploads file I 1 Unscanned bucket =P Eesritine uploaded file {1 Clean bucket
adhn J =1 Cloud Storage (#) ‘ > = Cloud Storage

File uploaded ?
trigger

@ Cloud Schedule]
Malware Scanner |Scan result
/7 Cloud Run

Is file clean?

Check for and download
database updates

|1 Quarantined bucket
=1 Cloud Storage

Malware DB Mirror

O ClamAvV Malwarn =i
=1 Cloud Storage

Ol Database J

Move
uploaded file

https://cloud.google.com/architecture/automate-malware-scanning-for-documents-uploaded-to-cloud-storage 21



Lazna opozorila / Fake alerts

AMROHES S

@ https://geekprank.com/fake-virus/

QO V4824

O]

Your files will be permanently deleted in:

59:42

Please read the instructions

Bad news, your files have been encrypted!

L,, Antivirus

Threaths ¢

WARNING!

5 viruses detected!!

Qur latest scan has detected 5 viruses and tracking
cookies that may steal your personal info. You need to
remove the threats now to avoid;

3¢ System crashing

£ Files deleted

3¢ Personal info stealing

¥ Loss of Wi-Fi

® Infecting your other devices

Remove viruses now ]

| don't want to be sale

ol Vodafone CZ = 14:47 L

AA apple-online-guard.com ¢
Malware detected!

GO\/SIQ

Your iPhone has been infected by viruses and
malware

We've noticed that your iPhone is 31.3% damaged by
fifteen (15) instances of malicious code contracted
from recent visits to adult sites. If not treated, the
infection will soon corrupt your iPhone’s SIM card
and delete your contacts and photos.

5:13 minutes remaining

If you don't treat the infection now, it will proceed to
series damage. Here's how to clean up the infection;

Step 1: Tap and install VirusRemovr for free on the
App Store!

Step 2: Open the app to scan and remove virus!'to
adult sites

Repair iPhone Now

< G M ©

NN S IITITITITIIIITIIIIF

WARNING

>
Virus Detected

Protect your personal and financial information
Call virus removal tech support

A Critical virus alert
A Enable virus protection

editneed.com

Hello

« Custva * Emotions
* Nujnost * Emergency
* Poziv k ukrepanju e Call to actions

22



Crv / Worm

* RaCunalniski Crv je samostojen zlonamerni
raCunalniski program, ki se razmnoZuje in se
Siri na druge raCunalnike prek omrezja.

Za napad izrablja varnostne napake v ciljnem
raCunalniku. Okuzen raCunalnik nato uporabi
kot gostitelja za pregledovanje in okuZbo
drugih raCunalnikov, ki jih nato uporabi kot
gostitelje, in tako nadaljuje napad.

RaCunalniSki Crvi uporabljajo rekurzivne
metode za kopiranje brez gostiteljskih
programov (kot to rabijo virusi) in se Sirijo na
podlagi izkoriSCanja hitre eksponentne rasti ter
tako v kratkem €asu lahko nadzorujejo in
okuzijo veeliko Stevilo raCunalnikov.

* A computer worm is a standalone malware

computer program that replicates itself in
order to spread to other computers over a
network

It relies on security failures on the target
computer to access it. It will use this machine
as a host to scan and infect other computers to
use as hosts and this behaviour continues.

Computer worms use recursive methods to
copy themselves without host programs (like
viruses) and distribute themselves based on
exploiting the advantages of exponential
growth, thus controlling and infecting more
and more computers in a short time.

23



V branje / To read - NoPetya

* Komprimitirana oprema skupine Linkos, majhnega
podjetja, ki trzi raCunovodski programski imenovan
M.E.Doc.

* Orodje, imenovano EternalBlue, ki ga je razvila
Agencija za nacionalno varnost (NSA) leta 2017.

* Mimikatz, programska aplikacija, ki je lahko iz
pomnilnika RAM izvlekla uporabniSka gesla in jih
ponovno uporabila za kompromitiranje ciljnih
raCunalnikov.

Uoops, your important files ¢ Y e

If vou see this text, then vou
have been encrypted. Perhaps yo
files, but don't waste vour k.IW'

e follow the instric

Send $388 wortl

decrypt ion service ¥
e guarantee that you can
0 do Is submit the
'lease | !."

W A £ L
1Mz715 “'HZH_: - e — .

e —
e -

. Sand your Bitcoin wallet B ana™persdnat nstallation key 16 e
womsmithl123456¢posteon. net Your personal installation key

* The compromise of the Linkos Group, a small
software firm that markets an accounting software
package called M.E.Doc.

* Atool called EternalBlue, created by the National
Security Agency (NSA), leaked in early 2017.

* Mimikatz, a software application that had the
ability to pull user passwords out of RAM and
reuse them to compromise targeted machines.
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https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/

Trojanski konj / Trojan horse

Zlonameren program, ki uporabnike zavaja
glede svojega pravega namena tako, da se
predstavlja kot poznani program.

“Tovor” trojanskega konja je lahko karkoli,
vendar danes pogosto:

* odpre stranska vrata in vzpostavi stik z
napadalcem, ki lahko nato nepooblaSCeno
dostopa do prizadetega raCunalnika,

* izvaja napade z izsiljevalsko programsko
opremo, ki Sifrira disk raCunalnika.

Any malware that misleads users of its true
intent by disguising itself as a standard
program.

The “payload” can be anything, but many
modern forms:

* act as a backdoor, contacting a controller
who can then have unauthorized access to
the affected computer,

* carry ransomware attacks encrypting
computer’s disk.

25



Izsiljevalska programska oprema / Ransomware

Zlonamerno programje, ki trajno onemogoci
dostop do osebnih podatkov, Ce Zrtev ne
plaCa odkupnine. Dostop lahko onemogoCi z:
« zaklepom sistema, ne da bi poSkodovala
datoteke,
* Sifriranjem datotek, zaradi Cesar postanejo

le te nedostopne (kriptovirusno izsiljevanje).

Odkupnina se ponavadi zahteva v
* prednalozenih plaCilnih karticah ali
* kriptovalutah,
kar oteZuje izsleditev in pregon storilcev.

NE PLACAMO!

Malware that permanently block access to
the victim's personal data unless a ransom is
paid. The access is blocked either by:

* locking the system without damaging any
files,

* encrypting the victim's files, making them
inaccessible (cryptoviral extortion).

The ransom is usually demanded in
* paysafecards or
e cryptocurrencies

making tracing and prosecuting the
perpetrators difficult.

26



V branje / To read - WannaCry

* Se je Siril s pomoCjo EternalBlue DoublePulsar * Propagated by using EternalBlue in
backdoor implant tool. DoublePulsar backdoor implant tool.

* OkuZenih 300.000 raCunalnikov v 150 drZavah ’ 300'20.0 computers affected across 150
countries.

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without

B our decryption service.

Payment will be raised on _‘ Can I Recover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>,

- And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PN G OB a3

52012017 00:47:55

Time Left

~ Send $300 worth of bitcoin to this address: I
bitcoin —
ittt [2t9YDPgwueZ9NyMgw519p7AABisjr6 SMw
St [ creckpame [ Deeom |
)
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https://blog.checkpoint.com/security/how-the-evolution-of-ransomware-changed-the-threat-landscape/

Programski napadi / Software attacks

* Stranska vrata * Backdoor
* Prikrit naCin izogibanja obiCajnemu preverjanju * A covert method of bypassing normal
pristnosti ali Sifriranju v raCunalniku, izdelku ali vgrajeni authentication or encryption in a computer,
napravi (npr. domacCem usmerjevalniku). product, embedded device (e.g. a home router),
. Bc;(net' ih vint t, ki blj * Botnet
« Skupina naprav, povezanih v internet, ki se uporablja za . i :
izvajanje napadov DDoS, krajo podatkov, poSiljanje A g'];OUp cl)DfDIntSer?tet Eonr;ec’ﬁjd SeVIce(sj used to g
neZelene poSte in omogo&a napadalcu dostop do pertorm LLUOS attacks, steal data, send spam, an
naprave in njene povezave. allow the attacker to access the device and its
- Rootkit conn.ectlon.
* Zbirka programske opreme, namenjena omogocCanju * Rootkit
dostopa do raCunalnika ali dela njegove programske * A collection of software, designed to enable access
opreme, Ki sicer ni dovoljen (na primer o _ to a computer or an area of its software that is not
nepooblasCenemu uporabniku), in pogosto prikriva svoj otherwise allowed (for example, to an unauthorised

obstoj ali obstoj druge programske opreme. user) and often masks its existence or the existence
Scareware of other software.

* Zlonamerna programska oprema, ki uporablja socialni « Scareware
inZeniring za povzroCanje Soka, tesnobe ali groznje, da bi . | hich i : ing t
uporabnike prepriGala v nakup neZelene programske malware which Uses soclal engineering 1o cause
opreme. shock, anxiety, or the perception of a threat in order

to manipulate users into buying unwanted software
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BadBox 2

From: Tehni¢na pomo¢ Telekom Slovenije <tehnicha.pomoc@telekom.si>
Date: 18 March 2025 at 13:15:28 CET

To:

Subject: RE: INC000102375569 Screenshot 2025-03-18 at 11.07.27
Reply-To: Tehni¢na pomo¢ Telekom Slovenije
<tehnicna.pomoc@telekom.si>

Pozdravljeni,

Prejeli smo obvestilo s strani drzavne obveScevalne sluzbe za kibernetsko
varnost SI-CERT, da je bil va$ IP naslov prijavljen s strani drugih ponudnikov
kot zlonameren oz. je opravljal aktivnosti znacilne za okuZzeno omrezZje. Glede
na njihovo prijavo se je iz vaSega IP naslova "89.142.95.162" kreirala
povezava proti domeni " ", pri katerem je tuji ponudnik v povezavi
zaznal znacilnosti okuzbe "android.badbox2" (Android.BadBox2 je razliCica
zlonamerne programske opreme, ki okuzi naprave z operacijskim sistemom
Android. Gre za botnet, ki okuzi naprave in jih uporablja za razlicne
zlonamerne dejavnosti). Predlagam vam preverbo vseh domacih in android
naprav z protivirusnim programom.

Vabimo vas, da s klikom na ocenite svojo izkuSnjo z reSevanjem
primera.

Prijazen pozdrav,
Jure Brencic

Tehni¢na podpora - Storitve uporabnikov / Customer Technical Support
Operativno storitveni center / Service Operations Center

= MIEEE SECURITY POLITICS GEAR THE BIG STORY BUSINESS SCIENCE CULTURE IDEAS MERCH

LILY HAY NEWMAN MATT BURGESS SECURITY MAR 5. 2825 6:88 AM

SIGN IN

SUBSCRIBE

1 Million Third-Party Android Devices Have a Secret Backdoor for Scammers

New research shows at least a million inexpensive Android devices—from TV streaming boxes to car infotainment systems—are

compromised to allow bad actors to commit ad fraud and other cybercrime.
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Beleznik tipkanja / Keylogger

* Snemanje (beleZenje) pritisnjenih tipk na
tipkovnici, obiCajno prikrito, tako da se
oseba, ki uporablja tipkovnico, ne zaveda,
da se tipkanje beleZzi.

* Programska ali strojna oprema.

B C:\Program Files\PyKeyloggerlogs'detailed_log'Keylogger-software-logfile-example.tit - =18 x|
File Edit Search View Encoding Language Settings Macro Run TextFX Plugins Window ? %

Jo‘J BB l4hnoe|mi| s =B m)RCRCD] Blxav >

] Keylogger-software-ogiie-eample.t |

20100326|1239| C:\WINDOWS\Explorer.EXE|327786| SoftwareInstall|Run| Corwando in run window 4|
20100326|1239| C:\WINDOWS\Explorer.EXE| 393322 | SoftwareInstall|Run|https

1/ /www. gmail. com[KeyName : Return]

3 20100326]|1240|C:\Program Files\Mozilla

Firefox\firefox.exe|262710|SoftwareInstall|Private Browsing - Mozilla Firefox (Private

0 e

Browsing) |https ://www.g@Bomail. con[KeyNawe : Return]
4 p0100326|1240|C:\Program Files\Mozilla Firefox\firefox.exe|262710| SoftvareInstall|Guail:
Email from Google - Mozilla Firefox (Private Browsing) |accountsn Do Not Tell !
20100326|1241|C:\Program Files\Mozilla Firefox\firefox.exe|262710|SoftwareInstall|Gmail
- Compose Mail - accountsn@gmail.com - Mozilla Firefox (Private Browsing)| Hello John

(]

[KeyName:Hone] Dealer Room Bwallstreettrade.com Confidential email. Hello,
John, [KeyName : Return] [KeyName:Return] Pleazel se buy 1000 stock shares of our
company. [KeyName:Return] Don't telll@® anyone @, because it will influence the sto
20100326|1242|C:\Program Files\Mozilla Firefox\firefox.exe|262710|SoftwareInstall|Guail
- Compose Mail - accountsn@ogmail.com - Mozilla Firefox (Private
Browsing) | ck. [KeyName:Return] And ofcourse it is illegal to trade stock with pre
knowledge ; _OEBEBES :- ) [KeyNewe:Return] Use my credit card number
: [KeyName:Return] 1234 5678 9123 4567 [KeyName:Return] wich
7 20100326|1243|C:\Program Files\Mozilla Firefox\firefox.exe|262710|SoftwareInstall|Guail
- Compose Mail - accountsn@gmail.com - Mozilla Firefox (Private Browsing) | GB
expires 10/10.[KeyName:Return] The card security code on the back is :
123 . [KeyName:Return] [KeyNawe:Return] Thanks, [KeyName:Return] Bob
§ 20100326|1243|C:\Program Files\Mozilla
Firefox\firefox.exe|262710|SoftwareInstall|Mozilla Firefox (Private
Browsing) | www. playboy.com[KeyName: Return] _J

o

m{ma chars 1866 bytes 10 lines [Ln :4 Col:1 Sel:0(0bytes)in Oranges [Dos\windows IANS! NS

* Recording (logging) the keys struck on a
keyboard, typically covertly, so that a
person using the keyboard is unaware that
their actions are being monitored.

* Software or hardware.




i« 5
1 ’ 1 s K F (=)
Poskusimo / Let’s try it T |-
The oldest are listed first. -
Preprost program, A simple software VK=Virtual Key, SC=Scan Code, Elapsed=Seconds since the previous event. |
ki ne potrebuje that needs no Types:
. . . h=Hook Hotkey, s=Suppressed (blocked), a=Artifficial, #=Disabled
namestitve. installation. U=Unicode character, i=lgnored because it was generated by an script
VK SC Type Up/Dn Hapsed Key Window k
Ni skrit v ozadju. It’s not hidden in 01 000 u 002  LButton Key InFormer (1.C|
06 000 d 6.15 XButton2
the background. 06 000 % 013  XButton2
05 000 d 426 XButton 1
05 000 u 0.08 XButton1 -
Th H 04 000 d 1.93 MButton
i : ere are muc 04 000 u 0.11 MButton
Obstajajo veliko 9F 001 d 1159  WheelUp
i ictici i more B7 121 d 2352 Launch_App2
bOIJ SOfIS_tICIram histi d B7 121 u 0.03 Launch_App2 il
programi. SOp Isticate ™ — —
programmes.
[“Update every: -1 milisecond\s V] Aways On Top
www . WindowsPortable Apps blogspot.com
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Primer strojnega beleznika tipkanja / An example of hw

kevlogger
AirDrive Forensic Keylogger

Ultra compact and discreet Wi-Fi hardwd

— — —

$44.99 /€40.99 $52.99/€48.99 $74.99 | €68.99

Add to cart Add to cart Add to cart
Main page Keyloggers ¥ RS-232 & RS-485 ¥ Barcode, Keyboard, Mou:
Find out more Find out more Find out more

KeyGrabber Forensic Keylogger

Interested in B2B or wholesale? Check our B2B prices and wholesale prices.

Setting a new standard Applications

The KeyGrabber Forensic Keylogger is a record-breaking

USB hardware keylogger in terms of size, keyboard » Observe WWW, E-mail & chat usage by children and
compatibility, and price. It measures only 0.4" (10 mm) in employees

length, and can be accessed as a USB flash drive for instant ¢ Monitor employee productivity

data retrieval. It's by far the most miniaturized and discreet ¢ Protect your child from on-line hazards and predators
hardware keylogger available on the market. Completely « Save a copy of typed text

transparent for computer operation, cannot be detected by
computer software. The KeyGrabber Forensic hardware
keylogger features a sophisticated FPGA chip with a 32X
oversampling algorithm, making it compatible with all types of
USB keyboards and barcode readers. It's also an advanced
penetration testing tool, with a built-in scripting language.

e Penetration testing
o Keystroke generation macros & scripts
¢ ...and several more, see keystroke recorder benefits



https://www.keelog.com/keygrabber-keylogger/

Vohunska programska oprema / Spyware

Programska oprema, katere namen je
zbiranje informacij o osebi (organizaciji) in
njihovo poSiljanje drugi osebi na nacCin, ki
Skoduje uporabniku (organizaciji) s krSenjem
njegove (njene) zasebnosti, ogroZanjem
varnosti (njene) naprave (naprav) ali na druge
naCine.

Software that aims to gather information
about a person or organization and send it to
another entity in a way that harms the user
(organisation) by violating their privacy,
endangering their device's security, or other
means.
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V branje / To Read

= stories\

First Name
Last Name

Your email
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PEGASUS: THE NEW GLOBAL WEAPON
FOR SILENCING JOURNALISTS

At least 180 journalists around the world have been selected as targets by clients of the cybersurveillance company
NSO Group, according to a new Forbidden Stories investigation, published today.

By Phineas Rueckert

Reading time: 21m THE PEGASUS PROJECT | July 18, 2021
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Primeri aplikacij / Examples of apps

[ ] =
inked [ = . =5 :
- . =) a
Lln ed Articles People Learnin, Llnkedm Articles P:o-ple Learning

‘ . [ @ 8 l Q) Calls = Text Messages 7% Messengers & Social Media

lew all iIncoming ang

Wit h out Ac c e S S t o Ta rg et uMobix is one of the best spy apps for Android with the most reliable and advanced

features even for their free plan. It was initially designed for parents to help monitor

P h o n e their kids' screen time and online activities.

However, it has evolved into a convenient app to keep track of your loved ones, (or
2 Diana Moraa enemies). Whether you want to spy on your spouse (for whatever reason), monitor
Skilled Content Marketing Copywriter, Editor, and Proofreader for B2B SaaS your employees, or look out for a friend, all the features available will make the

and Rigital MearkatingSompaniss mission possible and seamless for you.
Published Oct 3, 2023

uMobix Features

Are you worried about what your partner, child, or employee is up to on their Android « Call and text monitoring - This is probably the first thing you want to monitor.
phone? Do you want a way to monitor their online activity without having to touch uMobix allows you to read messages on the target device, even the ones

their device? If so, you're in luck. There are a number of spy apps available that allow deleted, and access their call logs. You can view contact names, incoming and
you to do just that. outgoing calls, and all the phone numbers.

These apps can be a valuable tool for parents, employers, and anyone else who « Location tracking - If you want to keep track of their physical location, the app
needs to monitor the online activity of another person. In this article, we take a look got you too. Its real-time GPS tracker enables you to know their current location
at the best spy apps for Android without access to the target phone. We'll discuss and gives you access to the location history of the device.

the features of each app, as well as its pros and cons. Let's dive right in.
» Web browsing history - Get all the details of their web history including the
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Tech

Stalkerware: The software that spies
on your partner

(© 25 October 2019

| What happened when Joe let his colleague Joanne spy on him for two days?

By Joe Tidy

Cyber-security reporter

Amy says it all started when her husband seemed to know intimate details
about her friends.

"He would drop snippets into conversations, such as knowing about Sarah's
baby. Really private things that he shouldn't have known about. If | asked how
he knew these things, he'd say I'd told him and accuse me of losing it," she
says.
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NezZelena programska oprema

Junkware
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Nazelena programska oprema / Junkware:

* Napihnjena programska oprema * Bloatware

PrednaloZena programska oprema Bundled software

Nepotrebna programska oprema Crapware

Oglasevalni programi Adware

38



Preverimo naSe raCunalnike in telefone

4l Programs and Features

4[> ControlPanel > Programs > Programs and Features v C

Control Panel Home

View installed updates

#y Turn Windows features on or
off

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change or Repair.

Organise ¥  Uninstall

Name Publisher Installed On  Size Version
PostgreSQL 13 PostgreSQL Global Developmen...  5/24/2021 737MB 13
= PowerToys (Preview) Microsoft Corporation 6/17/2021 9.6 MB 0.37.2
psqlODBC 13.00.0000 EnterpriseDB 5/24/2021 13.3MB  13.00.0000-1
[®]RDP Wrapper Library Stas'M Corp. and contributors 5/22/2021 1.37MB 162
&4 Realtek High Definition Audio Driver Realtek Semiconductor Corp. 7/13/2021 6.0.1.7541
£ Restoro Restoro 8/3/2021 2028
'» SmartByte Drivers and Services Rivet Networks 11/21/2020 559MB 3.1.937
.Snap Camera 1.13.° Snap Inc. 7/14/2021 240MB  1.13.0
O Steam [ Uninstall ] Valve Corporation 8/3/2021 2.10.91.91
E TeamViewer TeamViewer 8/3/2021 15.17.7
A VLC media player VideoLAN 8/3/2021 3.0.12
® WebAdvisor by McAfee McAfee, LLC 8/13/2021 646MB  4.1.1.613
3 WhatsApp WhatsApp 8/19/2021 127TMB  2.2132.6
8 WinRAR 6.01 (64-bit) win.rar GmbH 8/3/2021 6.01.0
® Workplace Chat 1.0.91 Workplace by Facebook 8/3/2021 235MB  1.091
QZoom Zoom Video Communications, l...  8/3/2021 976 MB  5.7.1 (543)
1.13.0 Support link:  http://www.snapchat.... Size: 240 MB

Snap Inc. Product version:
Help link:

http://www.snapchat.... Update information: http://www.snapchat....

Check our computers and phones

23144 4 ™M & [B) o ¥ 40

&

Apps

Recently opened apps

o YouTube
0 min ago
¢ Phone
4 hr ago
Q]
5 hr ago
B Calendar
5 hr ago

> Seeall 124 apps

General

Default apps
< -
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Konec 1. dela / End of part 1
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